!

Hybrid IP-PBX
Application Note
Model KX-TDA30 / KX-TDA100 / KX-TDA200

VoIP Considerations

VoIP Considerations

This document will explore some of the key factors to be discuss with your
customers prior to implementing a VoIP applications on a Panasonic TDA
Hybrid~IP system.

The Panasonic KX-TDA30 / 100 / 200 systems support VoIP using an existing data
network infrastructure.
To ensure that the optimum voice quality is achieved it is important that all parties have a
clear understanding of the requirements in order to implement VoIP and what some of
the restricts or limitation are.
The KX-TDA 30, 100 and 200 system all support VoIP Gateway used to link multiple
PBX systems together via IP. In addition, the KXTDA100 and 200 system also support
IP telephones allowing you to extend the same desktop features your users in the office
have to other locations on your local or wide area network.
This documents is intended for Panasonic dealers and their customers and can be used
as a guideline for ensure smooth implementation.
Example Network Diagram
Using IP Proprietary Telephones on the Local and Remote Office LANs
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Getting Started
A VoIP application is different than a typical PBX installation. When implementing VoIP,
you must not only access the PBX and wiring configuration but now you must also
access the data infrastructure. Typically this means dealing with multiple vendors in
addition to the PBX Service Provider. In most cases where a VoIP applications extends
to remote locations services will have to be coordinated with the company that maintains
the layer 2/3 Ethernet switches, the person responsible for the Routers and Firewalls
and the outside IP Network Service Provider.
It is important to assess and determine areas of responsibilities prior to commencing a
final design on a VoIP installation.
The Panasonic PBX Service Provider is typically the company responsible for ensuring
that the configurations and programming of the KX-TDA Hybrid~IP system(s) has been
completed and will relay any special LAN requirements to the customer or designated
company.
Other areas of responsibilities that need to be designated are:
1. Who is responsible for ensuring that the customer’s layer 2/3 switches
support Quality of Service (QoS) features?
2. Does the default firewall, router/gateway support QoS and who will be
responsible for programming the necessary ports that need to be opened?
3. Who will be responsible for assigning IP addresses?
4. What bandwidth requirements are required and who is responsible for
ensuring that the necessary bandwidth is available.
Areas of Responsibilities

Panasonic Canada Inc.
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VoIP Gateway Hardware Requirements –
The IP Gateway Cards are installed in the TDA systems and linked to the customers
L.A.N. via a 100-Base-T connection. The IP Gateway cards allow multiple PBX systems
to be connected together to form a PBX network. The TDA systems support both Open
and Closed Numbering plans for coordinate dialling plan between sites. In a closed
number plan, the user simply dials the 3,4 or 5 digital number of the extension they wish
to call at the remote site. In a closed numbering plan, extension numbers in each PBX
start with a unique extension number. For example if site “A” extension numbers would
be in the 100 series while in site “B” they would be in the 200 series and in the 300
series for site “C”. In an “Open Numbering Scheme” each PBX is assigned a unique PBX
number and that is used in conjunction with the extension number. For example in an
Open Numbering Scheme a user would dial “7” followed by the 1,2,3,4 or 5 digit PBX
code followed by the extension number of the person they want to call. In an Open
Numbering scheme each site can have the same extension numbers that are present in
other PBX system within the network.
The Panasonic TDA IP Gateway cards used a common signalling protocol known as
H.323 for transmitting the IP packets between PBX systems. Features are
communicated and exchanged between PBXs using an industry standard network
protocol known as Q-SIG.
All IP Gateway cards on the Panasonic systems support 3 commonly used voice codecs
for converting the analog sounds to IP and compressing the voice into smaller packet
sizes.
The KX-TDA3840, KX-TDA0484 and KX-TDA0490 cards supporting the following voice
codecs:
G.723 supporting 6 kbps voice
G.729 supporting 8 kbps voice
G.711 supporting 64 kbps voice

TDA30 Requirements –
The TDA30 Hybrid~IP PBX system will support up to 4-channels of VoIP calls via the
KX-TDA3480 IP Gateway Card.
This card will require 1 QoS enabled Ethernet port on the customer’s L.A.N.
TDA100/200 Requirements –
The TDA100 Hybrid~IP PBX system will support up to 32-channels of VoIP calls while
the TDA200 system will support up to 64-channels. Both the TDA100 and TDA200
systems have 2 optional IP Gateway Cards. The KX-TDA0484 IP Gateway Card
supports 4-channels of VoIP while the KXTDA0490 IP Gateway card supports up to 16
channels. Both cards can be used in combination on either system.
Each VoIP Gateway Card installed in a system requires 1 QoS enabled Ethernet port on
the customer’s L.A.N.
Panasonic Canada Inc.
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VoIP Telephone Hardware Requirements –
The KX-NT136 IP Proprietary Telephones allow voice communication over the data
network by converting the voice into data.
The IP-PT telephones can be used in a variety of network configuration with the
Panasonic KX-TDA systems, such as a simple Voice over Internet protocol network at
the local office or an IP network with remote office locations.
The IP-PT telephone is installed and is linked to a PBX system via a 10/100 BaseT
connection to a router or switch in a LAN /WAN environment. The IP-PT telephone uses
a common protocol, MGCP (Media Gateway Control Protocol) and a Panasonic
proprietary layer, for the conversion of audio signals carried on the telephone circuits to
data packets carried over the Internet or other packet networks. The signalling
commands that establish and terminate the call as well as special features such as call
forwarding, call waiting and conference calling are defined in MGCP. Transport is
provided by UDP over IP for voice packets and either UDP or TCP over IP for signals.
The IP-PT telephone supports both DHCP and Static IP addressing methods. If DHCP
is selected, a DHCP server assigns the IP address automatically. Conversely, a static IP
address can be assigned manually if DHCP is disabled.
The KX-NT136 supports POE (Power Over Ethernet). If connected to a POE Switch the
IP-PT telephone DC power is supplied directly from the POE switch. This eliminates the
need for an external AC adaptor.
TDA 100/200 Requirements –
Both the TDA100 and TDA200 systems have an optional IP-Extension Card, KXTD0490, which supports 16 channels and supports the following voice codecs.
G.723 supporting 6 kbps voice
G.729 supporting 8 kbps voice
G.711 supporting 64 kbps voice

The KX-TD0490 card requires a static IP address to be set manually. The IP address is
used to identify the location of the IP-Extension card with which the IP-PT telephones will
communicate.
The IP-Extension card in the system requires 1 QoS enabled Ethernet port on the
customer’s L.A.N.

Panasonic Canada Inc.
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QoS (Quality of Service) It is strongly recommended to install routers supporting QoS or routers that permits the
configuration of priority control features. This allows the router to give higher priority to
voice packets and reduces loss and delays during transmission.
Quality Of Service is a defined level of performance in a data communications system to
ensure that real-time voice and data are delivered with a guaranteed throughput level.
When voice is broken into packets that travel through the same routers in the LAN or
WAN with all other data, QoS mechanisms are the only way to guarantee quality by
giving real-time priority over non-real-time data.
QoS mechanisms:
Type of Service (ToS) Priority of Queuing: A field in an IP packet that is used for
quality of service for prioritizing voice, allowing voice packets processed with
higher priority.
Reservation Protocol (RSVP): A communications protocol that signals a router to
reserve bandwidth for real-time transmission. RSVP is designed to clear a path
for voice traffic, eliminating or reducing delays and jitters.
Differentiated Services (Diffserv): A method for adding quality of service (QoS) to
IP networks operating at layer 3 only. Secures and guarantee voice bandwidth
end to end.
IEEE802.1p standard for QoS prioritization is a specification defining 3 bits within
the IEEE 802.1Q field in MAC header. Layer 2 switches use this information to
direct the forwarding process.
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Bandwidth Assessment Ensure that the IP network has enough bandwidth to support VoIP
communications and the IP network prioritizes voice packets.
If the required bandwidth for VoIP communication is larger than what network can
accommodate, speech quality is compromised and can adversely effect the
performance of other applications (e.g., email or web applications) in the same
network.
Required Bandwidth per IP-PT for a Call –
The required bandwidth depends on the combination of CODEC and packet
sending intervals.
Speech quality is dependant on the type of CODEC and the packet sending
interval time.
The shorter the packet sending interval, the higher the speech quality.
The higher the speech quality, the more bandwidth required for IP-PT Call.
Provided below is the formula to calculate the amount of bandwidth required for each
IP-EXT 16 card.
Required Bandwidth = (Required Bandwidth per IP-PT x16)
Voice Codec Bandwidth Via LAN
CODEC
G.711
G.729A
G.723.1 (5.3 kbps)
G.723.1 (6.3 kbps)

20 ms
87.2 kbps
31.2 kbps
-

30 ms
79.5 kbps
23.5 kbps
20.8 kbps
21.9 kbps

Packet Sending Interval
40 ms
60 ms
75.6 kbps
71.7 kbps
19.6 kbps
15.7 kbps
13.1 kbps
14.1 kbps

90 ms
10.5 kbps
11.6 kbps

Via WAN
CODEC
G.711
G.729A
G.723.1 (5.3kbps)
G.723.1 (6.3kbps)

Panasonic Canada Inc.

20 ms
84 kbps
28 kbps
-

30 ms
77.3 kbps
21 kbps
18.7 kbps
19.7 kbps

Packet Sending Interval
40 ms
60 ms
74 kbps
70.7 kbps
18 kbps
14.7 kbps
12 kbps
13.1 kbps

90 ms
9.8 kbps
10.8 kbps
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Network Devices Proper planning and understanding the following points before VoIP implementation
ensures smooth flow during installation over an existing network infrastructure. Carefully
evaluate the network devices that are currently used. Firewalls must be configured to
allow VoIP packets to pass through the network without being blocked by filtering.
In addition, to ensure high speech quality and proper communication in the VoIP
network, determine the type of switches and network cables that are currently used. In a
VoIP network, it is strongly recommended to use a layer 2 or 3 switch and a Category 5
(CAT5) network cable for connection from the IP-EXT16 card to the L.A.N.
The following is a list of the voice packets, transport method and the default port number
from the IP-Gateway Card and the IP-PT proprietary phone, KX-NT136.
VoIP Packets from the VoIP Gateway Card Protocol

TCP/UDP

Default Port No.

HTTP

TCP

80

RTP/RTCP

UDP

5004 - 5035

HY.225.0 Call Signaling

TCP

1720

H.245

TCP

1712 - 1724

H.225.0 RAS

UDP

1719

QSIG Connectionless Tunneling

TCP

1718

VoIP Packets from IP-PT Protocol

TCP/UDP

Default Port No.

RTP (IP-EXT16)

UDP

8000 - 8063

RTP (IP-PT)
Maintenance (IP-EXT16)

UDP
UDP

8000 - 8063
9300

Maintenance (IP-PT)

UDP

9301

MGCP (IP-EXT16)

UDP

2727

MGCP (IP-PT)

UDP

2427

DHCP

UDP

67,68

FTP (Port Mode)

TCP

20,21
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Network Configuration –
The following points cover some key topics that need to be understood before VoIP
implementation.
Is the IP network a managed network?
A VoIP network should be implemented on a managed IP network such as
Frame Relay, Leased Line, or IP-VPN (Virtual Private Network).
Unmanaged network (internet) cannot be used to deploy a VoIP network due to
delays and loss in data transmission resulting in degradation of speech quality.
Static or DHCP IP addressing?
IP-EXT Card: DHCP is not supported. A static IP address must be set manually.
IP-GW Card: DHCP is not supported. A Static IP address must be assigned for
each IP-GW card. However, IP-GW card can inform the DHCP
server not to assign the same IP Static address to another
equipment.
IP-PT:
DHCP supported. IP address is assigned automatically and
maintained by IP-PT.
No DHCP.
Installer sets IP address manually for every
equipment. IP address is maintained by IP-PT.
Is Network Address Translation (NAT/NAPT) disabled?
In a network where address translation techniques (NAT/NAPT) are used to
convert global and local IP addresses, VoIP communications based on the H.323
protocol cannot be carried out appropriately.
If the router on the network supports the “H.323 NAT” feature, it is possible to
have VoIP communications over the network.
Only a single router can provide access to the IP network.
In a dual network, 2 routers (e.g. Router A & B) provide access to the IP network.
If Router A fails, whose IP address is assigned as the default gateway IP
address, VoIP communications are no longer possible.
The VoIP Gateway Card cannot take advantage of having two routers as access
points to the IP network.
Avoid multiple IP Networks as this will result in speech degradation.
Minimize the number of network devices between the communicating cards (IPGW cards). Install the cards so that the number of transmission hops is kept to a
minimum.
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